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INTRO 1 - WHY SEARCHABLE ENCRYPTION?
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INTRO 1 - WHY SEARCHABLE ENCRYPTION?

Don’t trust the
server!

G 6 e W

Eg. “cat” could be encrypted to
“d74a44”, or “49a739”, or
something else, you never know.

Hides the
pattern in data.
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INTRO 1 - WHY SEARCHABLE ENCRYPTION?

Don't trust the How to query when you
server! [3] don’t know what to query?
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Eg. “cat” could be encrypted to

“d74a44”, or “49a739", or

' something else, you never know.
n‘ Hides the

’ pattern in data. deterministic non-deterministic
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INTRO 1 - WHY SEARCHABLE ENCRYPTION?

e Searchable Encryption is exactly for this problem
e But it's complex to learn..
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INTRO 2 - THIS RESEARCH

e Searchable Encryption is exactly for this problem
e But it’'s complex to learn..

* Visualization - aid education.
 Existing cryptography edu software: many not publicly available
e CrypTool 2, JCrypTool: no built-in SE visualization
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INTRO 2 - THIS RESEARCH

e Searchable Encryption is exactly for this problem
e But it’'s complex to learn..

* Visualization - aid education.
* Existing cryptography edu software: many not publicly available
e CrypTool 2, JCrypTool: no built-in SE visualization

* RO1
* Which Searchable Encryption scheme(s) to design visualization for?

(among many)
* RQ2
* How to design and implement the scheme to help novice learner learn?

(Requirements? Prototype? Evaluation?)
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REQUIREMENTS

* High-level abstraction to make the first encounter easier.
* Mathematically heavy knowledge background not for now
* Alarge number of terminologies not for now
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REQUIREMENTS

* High-level abstraction to make the first encounter easier.
* Mathematically heavy knowledge background not for now
e Alarge number of terminologies not for now

 Didactic Design principles
e Conciseness
* Autonomy
» Structure
e Quality
* Phasing
e Simplicity and accessibility
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3 THE PROPOSED PROTOTYPE =%
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THE CHOSEN SCHEME

* The very first Searchable Encryption scheme.

* D. X. Song, D. Wagner, and A. Perrig. Practical techniques for
searches on encrypted data. (2000)

By [



THE CHOSEN SCHEME

* The very first Searchable Encryption scheme.

* D. X. Song, D. Wagner, and A. Perrig. Practical techniques for
searches on encrypted data. (2000)

* Relies on common building blocks - help students review.
* A pseudorandom generator G

* Two pseudorandom function F and f
* A pseudorandom permutation E
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The chosen scheme
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THE PROPOSED PROTOTYPE

* Built-in help:
Intro Schemes View
Searchable Encryption "?'
-

Song et al(2000)

[ |

Embedded introductory slides Practical help messages of each page
educational practical
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e searchableencryptionvis

Intro  Schemes View

(1) Initialization and pre-encryption

O

?

Primitives:
E
‘3] key:

1. Select multiple txt files to
encrypt:

3 files

‘ Gs b1454208e31{8ba30bfa3d20f0601415

You can only choose files in
the same folder.

After selecting, click on
different filenames to see what
happens.

2. Set a password. The keys of
all primitives will be derived
from your password.

Primitives Initialized.
Hover on primitives and text
areas to see what's there.

WwWw

filename i

1 -
G =S

Alice's operation on file 1, block j:

N
LR
TJ-| P

where k; = f(L;). P; = F(k;. S;)

Files:
sample.txt
sample2.txt
sample3.txt

plain text

zamazaasaaaazaa Lorem
ipsum dolor sit amet,
consectetur adipiscing
elit, sed do eiusmod
tempor incididunt ut
labore et dolore magna
aligua. Ut enim ad minim
veniam, quis nostrud
exercitation ullamco
laboris nisi
ea commodo consequat.
aute irure dolor in

reprehenderit in voluptate

cillum dolore
nulla pariatur.
Excepteur sint occascat
cupidatat non proident,
sunt in culpa gui officia
deserunt mollit anim id
est laborum.

velit esse

eu fugiat

ut aliquip ex
Duis

plain text in 128-bit blocks

[aaaaaaaaaaaaaaa ], [Lorem
ipsum dolol, [r sit amet,
consl, [ectetur adipiscil,
[ng elit, sed do 1,
[eiusmod tempor i],
[ncididunt ut labl, [ore et
dolore mal, [gna aliqua. Ut
e]l, [nim ad minim venl],
[iam, guis nostrul, [d
exercitation u], [1llamco
laboris n], [isi ut aliguip
e], [x ea commodo con],
[sequat. Duis aut], [e
irure dolor in], [
reprehenderit il, [n
voluptate velil, [t es53e
cillum dol, [lore eu fugiat
nl, [ulla pariatur. E],
[xcepteur sint oc], [caecat
cupidatat], [ non proident,
5], [unt in culpa quil, [
officia deserun], [t mollit
anim id], [ est laborum.],

(J Ihave copied a [block] as the

V7

later search keyword.

blocks in hex{“’j}

51616l6l6l6lelelele

]

an IR P -
- e

— s —

pre-enerypted blocks (X;)

the pre-encrypted Words of

the

chosen file

Pre encrypt

The content between a pair of [square
bracket] is a block. It's exactly 16

Enable animation?

x

- Conciseness

- Autonomy

- Simplicity &
accessibility
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e searchableencryptionvis — O X
Intro Schemes View
(2) Prepare the cipher text 2
Primitives: pre-encrypted blocks (X5 Alice's operation on file i, block j:
‘?I [629 2846715 E ‘ Wj |
[629 28 /1 1347,
] [629 28d6715981974b8ac02734]1,
‘ e | [f£ 73£18£fdfl15cc3d7bcded2f], ‘ II
GsI
‘_ filename i ‘ I‘ I v
g L e g ]
7 o =5 Rs) o
2 B M - Structure &
Files: left sub-blocks (L;) right sub-blocks (R;) computed key (k;) .
; g j ¥ Quality
sample.txt [6293 [58 the key derived from Lj .
[629 (5 -
sample2.txt [_;_‘;-_q< [5¢ PhaS|ng
sample3.txt [££d55588 (@
4
y y compute
pseudorandom blocks{Sj} ij{ S cipher blocks(C 7 encrypted filename
the pseudorandom blocks the F-encrypted the cipher blocks for the |the e-encrypted filename
generated for the chosen TRt BleEEs chosen file of the chosen file, 1t
fi;e h - pseudorandom blocks S will be sent with the
cipher text of a file.
generate i . . compute i 0 U N IVE R S ITY
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( EVALUATION

f * Demography
* 5 participants

Vﬁ * Undergraduates in Computer Science (45 — 165EC)

i  Haven't have dedicated cryptography courses yet
&

¢

n
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EVALUATION

* Demography
e 5 participants
e Undergraduates in Computer Science (45 — 165EC)
 Haven't have dedicated cryptography courses yet @ @

* Process

1. Download prototype; read instructions. , (under observation)
2. Start the prototype: first study the introductory slides, then do
experiment.

3. Answer 7 guestions about experience.
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EVALUATION RESULTS

 Participant A, B, C, D, E: named after the order they took the

teSt Time spent in the whole process (minutes)
paricipan o |
p rticipantC_
0 20 40 60 80 100 120 140 160 180

W reading M experimenting M discuss

Expected: 40 — 60 minutes
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- Textual - visual
EVALUATION RESULTS (e isdaimen

Recall the XOR step of computing C::

[3] server search & -
- 5
iy .::_.‘. the followina S F.(S) Sl
Then for tihe“;sé;peciﬁc X, S, k, and C, there is:
x' -
@ s - F.(S)
C = !

Convince yourselfthat(a@ b=c)=> (a@ c=b)
by drawing a truth table

The most confusing slide gIIEI!IyVEIIEIS\II'ITEY



- Textual - visual

EVALUATION RESULTS  ~ jimimerbes omons

{use keyboard arrows to go forward / backward) 3 b c=a@b | ad@¢
.‘
N ®
[3] server search
Alice Bob
Recall how Alice’s XOR step is like Swap the XOR result and one input, the equation still holds
Convince yourself that (a @ b=c)=> (a @ c = b) eg.by drawing a truth table
- - e
e— ¢ > & S P
' For the sdme - L irog -2 f ’
S P ="T(L) set of data C R l [ k=L
1.' P=Fk,S — P=F(k S)
X ~ . 5
— ::> —
D ' Howeverf it's D * ?
S P *="(L) for another C, Cc i X | K -"X
W ¢ P =F(k,S) say C ! P =%k, S)
Then there’s no such relation between
For a deeper understanding, please refer to: the computed “S "and “P "

Song, D. X., Wagner, D., & Perrig, A. (2000, May). Practical techniques for searches on encrypted
data. In Proceeding 2000 IEEE Symposium on Security and Privacy. S&P 2000 (pp. 44-55). IEEE

n UNIVERSITY

Improved slide - 1 OF TWENTE.



- Textual - visual
EVALUATION RESULTS " heeded before the first experment.

(use keyboard arrows to go forward / backward)
[3] server search

Alice Bob
}(i P J'\ x| T~a ? ?
o—0U8,

However,

| Ut it's )
S p &=TL) for another C '('_’:j — | K X
' P 3 S)

P=Flk,S) say C

'!.3}

\— Then there's no such relation between
the computed “S "and “P "!
& (o ) o
For each C, the server checks: s 5 bhi i s e
I'he server use this property to determine if
X from Alice i ) ” a cipherblock is computed from X!
o— S, @D
¥
c ,.-F"J | + ke from Alice
| .; Does P =Fik. 5) hold? if yes, this C_is the X Alice is look ] TO
For a deeper understanding, please refer to:
Song, D. X., Wagner, D., & Perrig, A. (2000, May). Practical technigues for searches on encrypted -

data. In Proceeding 2000 IEEE Symposium on Security and Privacy. S&P 2000 (pp. 44-55). IEEE

UNIVERSITY

Improved slide - 2 OF TWENTE.



EVALUATION RESULTS

 Participant A, B, C, D, E: named after the order they took the

teSt Time spent in the whole process (minutes)
paricipan o |
p rticipantC_
0 20 40 60 80 100 120 140 160 180

W reading M experimenting M discuss

Expected: 40 — 60 minutes
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EVALUATION RESULTS & DISCUSSION

avg of | std of
B,C,D.E| B,C,D.E

no.| question A

How easy is the
prototype to use?
1 for very easy, 5 for
very hard.

How helpful are
the slides under
Q2| the “intro” menu? [ 1 | 4 0.71 Searchable Encryption
1 for not at all, 5 for Song et al(2000)
very helpful. '
How helpful 1is the
"7 button on each
page? 1 for not at 4}
all, 5 for very helpful. -
if not used, you can | | | | :
skip this question. .
How confident are you

to learn the scheme in
Q4| more depth? 1 for not | 1 0.87

at all, 5 for very confi- n UNIVERSITY
dent OF TWENTE.

Q1 1 | 1.75 0.96

Intro  Schemes View

Q3

[l
]




EVALUATION RESULTS & DISCUSSION

into the neighboring cell

no. | question ANSWers count
What is the + highlight effect 2
: point(s) vou + slides look good 2
Q5 . &
| like the best + slides are informative 1
about the + coupling of slides and )
app? experiment.
. . - there’s no "back” button | 2
What is the ) :
. - Instruction  to  copy
point(s) you a “block™ is not rln?a:r 2
Q6| like the least ) ) o -
enough
about the .
” - the page is not respon-
app’ . o i
sive to shrinking the win- | 1
dow
- cannot put introduc-
tory slides and experi- | 1
ment slide by side
- sample files are not eas- ]
ily accessible
- some text is squeezed ]

Q7

What is vour
suggestion to
improve the
app?

clearer instruction to
copy a blockn

"back” button

inform users it is not nec-
essary to understand ev-
ervthing on the slides all
at once

an easy way to access
sample files

additional information
when hover over the
image

Note: participant A’'s data is not included.

UNIVERSITY
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EVALUATION RESULTS & DISCUSSION

into the neighboring cell

no. | question ANSWers count
What is the + highlight effect 2
Q5 point(s) vou + slides look good 2
like the best + slides are informative 1
about the + coupling of slides and )
app? experiment.
. . - there’s no "back” button | 2
What is the ) :
. - Instruction  to  copy
point(s) you a "block” is not clear | 2
Q6| like the least ) ) o -
enough
about the .
app? - the page is not respon-
' sive to shrinking the win- | 1
dow
- cannot put introduc-
tory slides and experi- | 1
ment slide by side
- sample files are not eas- ]
ily accessible
- some text is squeezed ]

Q7

What is vour ‘
suggestion to
improve the
app?

clearer instruction to
copy a blockn

"back” button

inform users it is not nec-
essary to understand ev-
ervthing on the slides all
at once

an easy way to access
sample files

additional information
when hover over the
image

Note: participant A’'s data is not included.
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CONCLUSION

4

* RQ1: Which Searchable Encryption scheme(s) to design
visualization for?

y

W\V . * The SWP scheme (2000): relatively simple; helps to review.
I RQ2: How to design and implement the scheme to help novice
learner learn?
“L - * The educational goal is met; but the usability can be improved.
oY
wf/b'
Seg9
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FURTHER RESEARCH

4

y

e Can the same approach be applied to more Searchable
9 Encryption schemes?
W\V . * Many other schemes are constructed differently (index-based).
s * More thorough evaluation.
i * On participant A’s experience..
“L - * When the knowledge is not laid well enough, will practical exercises
%, help to fill the gap? If so, how?

Al
av
Y “
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